Computer Systems Revision
June 2018 - Paper 1

Key terms and phrases to support your revision for
Paper 1.

Please note that extra detail can be found using
the resources on teach-ict.com as suggested




I
Purpose of the CPU?

- Fetch decode execute cycle?

> This describes how a CPU carries out instructions. Fetch
— copies instruction to MDR. Execute performs
instruction. Decode instruction in MDR — a value by
then go into MAR.

« ALU(Arithmetic and Logic Unit)?

o Calculations(+-*/) or logic comparison eg comparing
sizes of 2 numbers and AND/OR/NOT

« Control Unit?

= Executes program instructions —FDE and controls the
flow of data

o Cache ?

= Stores regularly used data so that PC can quickly use it
the next time it is needed. If it is not there it will fetch
from RAM.



Von Neumann architecture?

MAR(Memory address register)?

> Holds the memory address of any data/instruction about to
be used by the CPU

MDR(Memory data register)?

= Holds the actual data/instruction — (may be waiting to be
written to memory)

Program counter?

= Stores a counter/step of where the program is up to —
knows the address of the next instruction to deal with

Accumulator?

= Stores data whilst calculations are being performed by the
ALU - it could store a current value beftore another
calculation is made.



CPU Performance

- What is the clock speed?

= The number of instructions a single processor can
carry out per second (Hz).

= The higher the clock speed, the greater the number of
instructions that can be carried out per second.

« What effect does the number of cores have on the
CPU?
= The more cores the computer has, the more

instructions it can carry out, making the processing
faster.

= E.g. Dual core (2 cores), Quad core (4 cores)



Embedded Systems

- What is an embedded system?

» Embedded systems are computers built into other
devices, like dishwashers, microwaves or TVs.

= They are often used as control systems — They
monitor and control machinery in order to achieve
a desired result.

= E.g. in a dishwasher the embedded system could
control the water pumps and water release
mechanisms, manage the various dishwasher
cycles and control the thermostat to keep the
water at an appropriate temperature.



Input, Output or Storage?

« CD-ROM? » Speakers?
= Storage = Output
- Keyboard? - Hard Drive?
= Input = Storage
- ROM? * RAM?
= Storage = Storage
« Webcam? o J OYStiCk?
s Input s Input
» Monitor? « SIM CARD?

= OQutput s Storage



RAM

- What does RAM stand for?
= Random Access Memory
- What is RAM used for?

= It is used as the main memory in a computer.
RAM is volatile (Data will be wiped when turned

oftf)
- Why do we need RAM?
s RAM stores data, files and programs whilst they

are being used. They will not be able to function if
there wasn’t any RAM to store data for them.



ROM

« What does ROM stand for?
s Read Only Memory
« What is ROM used for?

s Jt 1s used so the CPU can instantly read data from
it to boot up the computer. If we didn’t have ROM,
the computer would not be able to turn on.

= Non-volatile — It keeps its content even when the
computer is turned off.

- Why do we need ROM?

= To store important data to help the computer start
up for example, ROM stores the bootstrap.



What is the difference between RAM &

ROM? - Need to be detailed

« RAM is high speed compared to ROM.

« RAM is volatile (Loses data when power is lost)
compared to ROM that is non-volatile (Keeps data
when power is lost).

« ROM is built into the motherboard, compared to
RAM that is separate components.

« ROM stores the bootstrap that is immediately
accessed when the computer starts up, compared to
RAM that stores data about the operating system
that is accessed AFTER the bootstrap instructions.



Virtual Memory

- What is virtual memory?
s It 1s secondary storage (Like a hard drive) that is
used as extra RAM.
- Why would we use it?

» When applications are opened, RAM fills with
data. When the RAM is full, the computer needs
somewhere else to put it.

s It will then use the computers secondary storage
such as a hard drive, as a form of RAM. This is
called virtual memory.

= It is very slow and not recommended to use.



Storage

- Why do we need storage?

= RAM is volatile so when computer is switched off
we need to store programs and data.

 Data calculations -
s 1bit—0or1
= 1 byte — 8 bits
= 1KB — 1000 bytes
= Megabyte — 1000KB - 1 million bytes
= Gigabyte — 1000MB
= Terabyte — 1000GB



I
Optical Storage

Optical Storage

= CD, DVD, Blu-ray — Laser burns pits onto disk — pit represents 1
—no-pitao

Capacities?

s Cd -700MB - about 200 mp3 songs

= DVD — 4.7GB(single layer) or 8.5GB (Double layer)

= Itis used as the main memory in a computer. RAM is volatile
(Data will be wiped when turned off)

Advantages?

= Cheap, portable, ideal for files(5-50GB) eg videos, not affected by
magnetic fields.

Disadvantages?

= Slow to write(burn) data, easily scratched, cant rewrite data
unless RW format
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Magnetic Storage

Magnetic Storage?

> Magnetic disk eg hard drive , magnetic tape, uses magnetic particles to
store data.

Capacities?

» Hard disk — 300GB — 6TB — used in PCs and satellite TV boxes

= Magnetic tape — up to 185 TB — Storing backup and archive data
Advantages?

» Large capacity,

> low cost per GB,

» high speed data access

» Hard disc - Random access to data

Disadvantages?

s Mechanical moving parts

» Data lost near strong magnetic fields

= Tape can only use serial data access so is slow to find files from back up
» Read/write is not as fast as flash



I ———.
Solid State/Flash Memory

- What is flash memory?

= It can also be known as solid state media eg memory
sticks, SSD drives and memory cards(cameras). It
uses electronic switches to store electric charge o or 1.

- Why would we use it?
= It is very portable eg SD cards and USB sticks
= Can have a large capacity
It is tough and durable — no moving parts
Faster for reading/writing data.
Quiet/silent in operation.
Disadvantages —
Expensive compare to hard drives
Does wear out after 100,000 erase/write operations
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LAN & WAN

» What does LAN stand for?
= Local Area Network
» What does WAN stand for?
= Wide Area Network
« What is the difference between LAN & WAN?

= LAN is distributed over a small area such as one
building, compared to WAN that is distributed
over a large geographical area



Networks

- Advantages of networks compared to stand-
alone computers.

= Share information
= Share devices such as printers and scanners

= Share software so you only have to buy one licence
which makes it cheaper than buying multiple
licences

s Glves you access to the internet

= You can maintain the network from one central
server




Networks

- Disadvantages of networks compared to stand-
alone computers.

= Too many users on the network may result in a
slow connection speed

= Wireless connections are unreliable
s Expensive to set up
» Need a professional to set up and maintain



Networks

- Factors that affect the performance of a network.

= Too many users on the network may result in a
slow connection speed

= Wireless connections are unreliable — can be
affected by radio interference eg microwave

= WI-FI signal blocked by thick walls/floors

= Expensive to set up so lack of funds may lead to
unreliable network

» Need a professional to set up and maintain



Client-server network vs Peer to peer networks

« Client-Server
= All computers/clients connect to a switch and then to a server.

= Files can be accessed/saved form any client by logging on
securely.

= Cannot see other users files/data
= Can use files from a shared drive
» Peer to Peer
= Used in small offices/home networks
= No central server as all files are stored on individual machines.

= Users can access files stored on each others machines. All
computers/clients connect to a switch and then to a server.

= Files can be accessed/saved form any client by logging on
securely.

= Can lead to security issues — files edited, deleted
= Also can lead to lots of duplicated files across the network.



Networks - Hardware

- What is a wireless access point(WAP)used for within
a network?

= It is a piece of hardware that allows a device to connect
wirelessly to a network. The WAP usually has a cable
connecting it to the switch or hub. You usually need a
password to access the WI-FI hotspot of the device

« What is a server used for within a network?

= Connects to a switch to provide clients access to a
network. Can also be setup to take different roles. Eg
Web server, e-mail server, applications server, file
Server.



Networks - Hardware

« What is Network Interface Controller (NIC) used
for within a network?

s It 1s an internal piece of hardware that allows a
device to connect to a network. They used to be
separate card, but nowadays they are usually built
into the motherboard. (Allows you to connect to
Wi-Fi)

- What is a switch used for within a network?

= Connects devices to a LAN. They receive data from
one device and transmits it to the other device on
the network with the correct MAC address.



Networks - Hardware

« What is Router used for within a network?

= They are responsible for transmitting data between 2
networks e.g. your home network and the internet.
(Not between devices)

= Most Routers have switches built in to them these days
so they serve a dual purpose.
- What are the 3 different cables that can be used for a
network?

= Ethernet cable — Cheapest, most common twisted pair
COpper wires.

= Coaxial — Single copper wire, cheap and unreliable.

= Fibre Optic Cable — High performance most
expensive, uses light to transmit data.



Internet and the world wide web

» Hosting?
= Businesses and individuals may pay a company a
monthly fee to store and share your website with the
www. They would have powertful servers to hold all
your data, maintain your site, provide enough
bandwidth, save backups and offer security of the site.

 The Cloud?
= A range of software and services available to you using
an internet connection.
= Eg on-line storage, streaming movies- Netflix, hosting
websites, office 365 applications, email like yahoo
mail.



DNS Server

« What does DNS stand for?
o= Domain Name Server

« What does it do?

= DNS translates a websites name into its IP
address.

» The internet has a network of Domain Name
Servers, meaning you don’t need to remember IP
addresses to access websites — you can use the
domain name instead. E.g. www.bbc.co.uk instead
of 212.58.246



http://www.bbc.co.uk/

Virtual networks

« What is the difference?

= A virtual network uses software to divide devices
on a LAN into smaller groups.

= Eg a school admin/finance office network would
be separate to the students network. They would
only be able to access files related to their needs.



Networks - Topologies

- What does topology mean?
= The layout of a network

- What are the 2 main topologies?
s Star
= Mesh



Networks - Topologies

- Describe the layout of the star topolog

= All the devices are connected to a central server(via a
switch) that controls the network.

- Advantages:

= If a device fails or a cable is disconnected, the rest of
the network is unaffected.

= Its simple to add more devices to the network.
- Disadvantages:
s Expensive
= If there is a problem with the server, there is no
connection to anything on the network.



Networks - Topologies

- Describe the layout of the mesh topology

= The layout is decentralised — devices are either
directly or indirectly connected to every other one
without the need for one central server.

- Advantages:

= No single point where the network can fail.
- Disadvantages:

= Most expensive network.



VPN

« What does VPN stand for?
= Virtual Private Network

« Why would you use a VPN?

= A virtual network is a network that is entirely
software-based. A VPN can be used to send data
over a large network. E.g Set up a school intranet
that all the students and staff can access from
home.



WI-F]

- Frequency and channels?

= WI-FI has 2 frequency bands — 2.4GHz and 5GHz.
These bands are further divided into separate
channels.

= Using separate channels reduces interference form
nearby devices.

- Why would you use a VPN?

= A virtual network is a network that is entirely
software-based. A VPN can be used to send data over a
large network. E.g Set up a school intranet that all the
students and staff can access from home.



Protocols

- What is a protocol?

s A set of rules for how devices communicate and how
data 1s transmitted across a network.

- Can you name some protocols?
- TCP/IP

HTTP

HTTPS

FTP

POP3

IMAP

SMTP
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Protocols - TCP/IP

« What does it stand for?
= Transmission Control Protocol

« What does it do?

= Prepares messages/files for sending and receiving
over the internet .

= Splits message into packets
= Re-assembles received messages
= Spots errors and re-sends files



—————————
Protocols - HTTP and HTTPS

« HTTP - What does it stand for?
= Hyper Text Transfer Protocol
- What does it do?

= Used by web browsers to access websites and
communicate with web servers.

- HTTPS What does it stand for?
= Hyper Text Transfer Protocol Secure

« What does it do?

= More secure version of HTTP. Encrypts all
information sent and received on a web page — used
for banking, payments and sensitive information.



Protocols - FTP

« What does it stand for?
= File Transfer Protocol

« What does it do?

= Used to access, edit and move files between
devices on a network, e.g. to access files on a
server from a computer or vice-versa



Protocols - SMTP

- What does it stand for?
= Simple Mail Transfer Protocol

« What does it do?

= Used to send emails. Standards used when emails
sent from different providers eg Yahoo to Gmail.
Also used to transfer emails between servers.



Protocols - POP3

« What does it stand for?
= Post Oftfice Protocol — version 3

« What does it do?

= Used to retrieve emails from a server. The server
holds the email until you download it, at which
point it is deleted from the server.



Protocols - IMAP

- What does it stand for?
» Internet Message Access Protocol

« What does it do?

= Used to retrieve emails from a server. The server
holds the email and you can access it from many
devices — you only download a copy. Used by most
web-based emails.



Protocols Layers - Four-layer model:

Layer 4 — Applications — FTP/HTTP/POP/IMAP/SMTP — give
access to email, files and websites
Layer 3 — Transport — TCP — packet switching

Layer 2 — Internet — IP — address and source of destination
locations

Layer 1 — Network Ethernet/WIFI uses

Layers help manufacturers so they can make hardware
compatible with existing protocols. Protocols in each layer can
only communicate above/below eg TCP — only layer 2 and 4.



Packet switching

- What is it?
= A method for sending data across the internet.

How does it work?
Message/file split into smaller parts(packets)
Packets sent individually with a packet header

Each header has a return address, destination address
and sequence number

Sent in different routes using shortest available
Re-assembled at their destination
Confirmation message sent to sender if arrived safely

O
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Network Threats & Security

- Malware - Malicious software
= Any hostile or intrusive software with the intention to disrupt
computer operation or monitor activity
Types of Malware — malicious software

= Virus — code designed to replicate itself on a computer or network —
used to delete or corrupt data

= Worms — not used to harm computer files but copy itself forever
until the computer crashes

° Trojan Horse — appears to be harmless eg a free game but in the
background may be trying to let someone access your PC

» Spyware — hidden, key logger and takes screenshots eg for bank
account details

> Adware — displays unwanted advertisements

» Ransomware — encrypts critical files/data then demands payment to
unlock them

» Rootkits — alters permissions and access levels on a device so
someone can take over control of your device

= Scareware — A pop-up appears eg You have a virus — then may asks
for payment to remove virus?!



—————————
Network Threats 1

« Other types of Threats

> Pharming — When you visit a website this type of
malware will redirect you to an identical but fake website
redirecting to a different IP address — used to take log on
details and credit card information.

= Phishing — emails, message or phone calls pretending to
be your bank, windows 10 advisor — used to convince
people to pay money or give details out .

> Social Engineering — targeting of vulnerable people to
give out sensitive information.

» Brute Force Attack — a computer program written to try
and find out passwords — you can reduce this by limiting
the amount of chances a user has to log on.

= Denial of Service Attack — Prevents users from
connecting to a server eg overload a website with
millions o%bogus requests — this uses up all the server
memory and so it crashes.




Network Threats continued

« Other types of Threats

= Data interception and theft — intercepting data packets
by an external source/server so that confidential
information may be hacked. You could stop this by
making sure the data is encrypted

> SQL Injection — Data base attack to get people’s login
details — attacker tries to add extra SQL commands to
et details. Can stop this by setting max character sizes
or username and password

> Poor network policies — issues arise if good policies are
not in place —

> Good examples:

= Network admin manager should have policies to keep
the network secure eg strong passwords, access levels,
security of logons, encryption of secure information, no
unauthorised device connection, acceptable use
documents.



Preventing Threats - Security 1

- Name a form of security for a network.

= Network policy — Follow certain rules — Network admin
manager should have policies to keep the network secure eg
strong passwords, access levels, security of logons,
encryption of secure information, no unauthorised device
connection, acceptable use documents.

= Penetration Testing — Professional people who are hired to
test different threats on a network to try and hack it — they
then prepare a report and suggest how to improve the
network

= Network Forensics — Capturing data packets and looking at
system logs to see when and how attacks have happened.
Also need to use real-time monitoring systems to see
attacks as they happen.

= Passwords — Strong — Changed regularly



Preventing Threats - continued

- Name a form of security for a network.

= User Access Levels — Permissions — eg admin/staff/student
accounts. Can restrict which files can be seen and what files
you can actually read/write/execute.

= Anti-Malware software — Anti-virus software — run a scan
to seek out infected files on a computer system. The files
can the ne be removed when identifies.

= Encryption — Normal data turned into scrambled code —
used when sending data over the internet for security
reasons. A key would be needed to unlock or decrypt the
coded massage.

= Firewalls — Decides which data can enter or leave a
network. Can be a hardware device or pieces of software.
Can block access to unwanted websites or games on a
network eg facebook — IP addresses are blocked.



The Operating System

- What is the operating system?

= The operating system is designed to run and maintain
a computer system.

- What are the main responsibilities of the operating
system?
= Communicate with internal and external hardware via
the device drivers

Provide a user interface, allowing the user to interact
with the computer

Provide a platform for different applications to run

Allow the computer to multi-task by controlling
memory resources

Deal with file management and disk management
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The User Interface

- What are the 3 interfaces of an operating
system?
= The Graphical User Interface (GUI)
« Command Line Interface (CLI)
= Menu Driven Interface (MDI)



Graphical User Interface (GUI)

- Advantages

= Designed to be easy for the user to use the device
eg Windows

= Optimised for specific input methods (Now
changed for touch screen devices)
- Disadvantages
s Very resource heavy
= Expensive
= Limited to spec for the user



Command Line Interface (CLI)

- Advantages

= The user enters specific commands to complete
tasks

= Less resource heavy

- Disadvantages
= Less suitable for every day users
= No user help



Utilities

- What is anti-virus?
= Software that is used to protect against viruses.
- Why do we need it?

= Used to protect a computer system from Malicious
software

- What is firewall?
= Designed to block unauthorised access
- Why do we need it?

= Firewalls examine all the data entering and leaving the
network and block any potential threats.



Backup & Recovery

- What is a full backup?
= A full backup is where a copy is taken of every file on the
system.
= They often use a lot of storage space.
= A full backup can take a long time to create but it is faster to
restore from.
« What is an incremental backup?
= Incremental backups are where only the files created or
edited since the last backup are copied.
= They use less storage space and are much quicker to create.
= But a full system restore is slow — the last full backup must
be restores, followed by every incremental backup since
that point.



———_
Utilities

- What is defragmentation?

= Re-organise disk space on the hard drive so that
files are easier to find .

- Why do we need it?

= As files are moved, deleted and changed size, lots
of small gaps being to appear on the disk.

= Over time, the disk becomes more and more
fragmented. This makes reading and writing files
slower.

= Defragment software collects all the unwanted
data and deleted it to free up more space.



Utilities

- What is data compression?
= Makes a file smaller in size.
- Why do we need it?
= Less storage space needed
= Faster to download and upload the file.
* 2 types
= Lossy — removes unnecessary data — some quality loss
€g mpg3 -
= Lossless — no removal of data but looks at ways of

storing the data more efficiently to create a smaller file
size eg zip files.



Open Source Software

- What is meant by open source software?
= Software where the source code is made freely available.

= Users can legally modify the source code to create their own
spin-off software which can be shared under the same
licence and terms as the original.

- Advantages:

o It is usually free

= Made for benefits, not profit

= Software can be adapted to fit the users needs
- Disadvantages:

» May not get regular updates so may be buggy

= No warranty

= No customer support



Proprietary Software

- What is proprietary software?
= Software where only the compiled code is released.

= Proprietary software licences restrict the modification,
gopylng and redistribution of the software. It is usually paid
or

- Advantages:
= Comes with a warranty
= Comes with customer support
= Well tested and reliable
- Disadvantages:
= Usually more expensive
= May not exactly fit the users needs
= Some features may be wasted as they are not needed



Computer Legislation - Laws

- What is the Data protection Act?
= Gives rights to data subject (people whose personal
data is stored on a computer system)
- Why was it introduced?
» The act gives data subjects the right to see the personal
data an organisation holds about them.
« How could this law be broken?

= Before collecting personal data an organisation much
register with the government, saying what data they’ll
collect and how they’ll use it.

= If this process is not completed, the company is
braking the law.



Computer Legislation - Laws

« What is the Freedom of Information Act?

= It allows members of the public to access information
held by a public organisation about that organisations
activities.
- Why was it introduced?
= To allow members of the public to access data in
organisations such as National health service, Police
authorities, schools and universities.
- How could this law be broken?

= Companies may not regularly publish certain
information so that the public cannot have access to it.



Computer Legislation - Laws

- What is the Computer Misuse Act?
= Prevents illegal access to files.

- Why was it introduced?
= To stop hacking and cyber crime.

- How could this law be broken?

» Gaining unauthorised access to a private network
or device.



Computer Legislation - Laws

- What is the Copyright, Designs and Patents Act?
= Copyright — written or recorded content
= Patents — New inventions — Protects ideas and
concepts rather than actual content
. Why was it introduced?

= To protect intellectual property — anything someone
has created.

« How could this law be broken?

= Sharing data that has been copyrighted over a
netwoi Illegal file sharing - BitTorrent

= Can be particularly hard to enforce the law if content is
held on servers in countries with more relaxed
copyright laws.



Computer Legislation - Laws

What is the Creative Commons Licence?
= Allows you to legally share media and software online without having to

ask permission first.

Why was it introduced?

» Intellectual property owners use creative commons licences when they
want other people to share or build upon their work.

4 main types:

= Attribute — Can be shared, copied or modified but the holder has to be
credited.

» Share-a-like — Only modified but on the same licence terms.

> Non-commercial — Nobody can use the copyrighted work for profit.

> No derivative works — The work can be copied and distributed, but can’t
be modified or built upon.

How could this law be broken?

= By not following the correct distribution technique mentioned by each
section of the law.



Environment Issues

- When we make devices we use up Natural Resources

- There are several ways to reduce the amount of
energy wasted by devices:

= Virtual servers are software based servers rather than
real machines. Multiple servers can run on one
physical server, so the physical server can run full
capacity.

= Most modern devices include sleep and hibernation
modes to reduce their power consumption when they
are idle.

= Don’t leave electronic devices (TV’s, Laptops etc.) on
standby



Ethical Issues

« Cyberbullying is when somebody uses social media
to deliberately hard someone else.

o It can cause serious distress — people have been
driven to suicide because of these attacks.

« Health problems have become an increasing
problem caused by technology.

« Eyestrain can be caused by looking at a device’s
screen for too long.

« Keeping information private has also become an
increasing problem because of technology — Many
websites require users to provide personal
information in order to set up an account.



Pseudocode

- Keywords:
s VAR — Variable names
s STRING, INT, BOOLEAN — Data Types
s INPUT — When you want an input from the user
» IF, THEN, ELSE, ENDIF — Selection
o PRINT — output



Pseudocode

- Key points to remember:

» When declaring variables:
- VAR username, password as STRING

] \

Declared variable
Variable names Declare the datatype

All python key words are in CAPITAL LETTERS




——
Pseudocode Example

VAR username, password as STRING
VAR lengthOfPassword as INT

username = INPUT(“Enter your username”)
password = INPUT(“Enter your password”)

IF lengthOfPassword <= 6 THEN
print(“Password is too short”)

ELSE
IF password == username THEN
print(“Password is the same as the username”)
ELSE
print(“Password is valid”)
ENDIF . .
ENDIF What is the program going to do?

Checks to see if the password is greater than 6 and doesn’t
match the username.

If it doesn’t, then it shows the password is valid.



